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1. The Project

The Net Children Go Mobile project is co-funded by
the EC’s Safer Internet Programme (now Better In-
ternet for Kids) to investigate through quantitative
and qualitative methods how the changing conditions
of internet access and use - namely, mobile internet
and mobile-convergent media - bring greater, fewer or
newer risks to children’s online safety.

Participating countries include Denmark, Italy,
Romania, and the UK, who have been directly funded
by the EC’s Safer Internet Programme; and Belgium,
Germany, Ireland, Portugal, and Spain, who joined
the project on a self-funded basis.

Methods

Drawing on the experience of network members within
the EU Kids Online network, the conceptual framework
is operationalised in a child-centred, critical, contextual
and comparative approach (Livingstone & Haddon 2009;
Livingstone et al., 2011), which understands children’s
online experiences as contextualised and shaped by
three intersecting circles: 1) childhood, family life and
peer cultures; 2) media systems and technological
development; and 3) the European social and policy
context. Accordingly, the project assumes that the
voice and viewpoint of children is crucial to under-
standing online opportunities, risks and any harmful
consequences of mobile media use. To reach this goal
a mix-method research design was developed.Paren-
tal mediation is typically developed in five main forms
(Livingstone et al., 2011):

The survey was conducted in seven Euro-
pean countries from May to November 2013
(UK, Denmark, Italy, Romania, Ireland) and Feb-
ruary to March 2014 (Portugal and Belgium)
(Mascheroni & Olafsson, 2014) and involved a
random stratified sample of around 500 children
aged 9-16, who are internet users, per country.

Go Mobile
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Face to face in home questionnaires,
self-completed for sensitive issues.

Age of children
(internet users) interviewed

Random walk
sampling method

A

In order to maximise the quality of children’s answers
and to ensure their privacy, the survey was conducted
face-to-face in the home, but sensitive questions were
self-completed by the child. The wording of the ques-
tionnaire was refined on the basis of cognitive testing
with children of different age groups (9-10, 11-12, 13-14,
15-16) and gender in each country, in order to ensure
children’s comprehension and to avoid adults’ termi-
nology (such as “sexting”). Furthermore, particularly
emotive terms, such as “stranger” or “bullying”, were
also avoided.

The qualitative research was carried out from
January to September 2014 in nine Eu-
ropean countries (the seven involved
in the survey plus Germany and Spain).

Children were recruited in schools, where the fo-
cus groups and interviews also took place. The average
number of focus groups was six in each country, three
with girls and three with boys, with age distributions of
9-10, 11-13, and 14-16 (two focus groups each). Four
or five children were included in each focus group. Chil-
dren who were interviewed individually were different
from the children included in the focus groups. The
average number of interviews was 12 in each country,
six for each gender, with the same age distribution as
for the focus groups. Young people were selected from
at least three different schools and/or youth centres,
chosen to ensure a balanced composition of the sample
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in terms of type of school, area and socio-economic
background of the families (public x private, city x sub-
urban x rural). There were 55 focus groups (N = 219)
and 107 interviews (N = 108) conducted across the
nine countries..

0,5

M Children aged 9 to 16
55 Focus groups
(N=219)
‘I 07 Interviews
(N=108)

Parents were recruited through schools, parents’
associations, after school programmes and research-
ers’ contacts. The average number of focus groups with
parents was six, two for each children’s age group (9-10,
11-13, and 14-16). Where the recruitment of parents
and the organisation of focus groups was particularly
challenging, focus groups were replaced by individu-
al interviews. A similar procedure was followed with
teachers and youth workers, who were also recruited
through schools, teachers’ associations, youth centres
or after school programmes and researchers’ personal
contacts. In some countries focus groups were replaced
with individualinterviews. The average number of focus
groups was two with teachers (one group for primary
school and one for high school teachers) and one with
youth workers. Overall, there were 40 focus groups (N
=180) and 44 interviews (N = 50) with adults across the
nine countries.
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2. Adoption

and use

of smartphones
and tablets

2.1 Use and ownership

Ways of going online are changing with the diffusion
of mobile media: both locations and devices of inter-
net access have diversified, with children using more
devices overall and using the internet in more places.
In terms of locations, while the home remains the
main context of use, internet access from the child’s
own bedroom and when out and about has increased
substantially. Greater autonomy of use is experienced
by British, Danish, and Italian children, who are more
likely than average to access the internet both in the pri-
vacy of their bedroom and on the move. Figure 1 and 2
show how access to the internet from a private bedroom
and on the move varies by age, gender, socioeconomic
status and across countries.

Figure 1: Daily internet use in own bedroom and
when out and about, by gender, age, and SES

% Use when out and about ™ % Daily internet use in own bedroom

Boys
Girls
9-10 yrs
11-12 yrs
13-14 yrs

15-16 yrs

Low SES

Medium SES

High SES

All
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Fig. 2: Daily internet use at different places per
age, gender and country

% Use when out and about

m % Daily internet use in own bedroom

Belgium
Denmark
Ireland
Italy
Portugal
Romania
UK

All

0 20 40 60 80 100
Base: All children 9-16 years old who use the internet

The second major change relates to the ecology of
devices that children inhabit, which includes more and
more personal and portable devices (as in Figure 3).
The two factors combined - increasing unsupervised
access from private (often mobile) spaces and access
by means of mobile devices - concur to a greater pri-
vatisation of internet access and use.

Figure 3: Daily internet use and ownership of
different devices

‘l 24%
A

I 43

I
Desktop Laptop
20%
Smartphone Tablet

% of children who own the device

Base: All children 9-16 years old who use the internet
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Indeed, despite being the devices most likely to
be used on the move, however, smartphones are
mainly used at home, more often in the privacy of
the child’s own bedroom.

In-depth interviews and focus groups with children
also suggest that they value privacy and convenience
more than mobility: smartphones especially are often
at hand. Younger children are particularly excited by
having a personal device that they do not need to share
with siblings or family members. Moreover, even within
the home, young people will often speak of pulling them
out of their pocket to check something, rather than
going to a PC and waiting for it to boot up:

\

[ lwas happy because | have something that is
mine and nobody could use it without my per-
mission. Because before my dad had a tablet,
so | had to use it with my sister. Therefore if |
wanted some games and she didn’t, we had
to negotiate. Instead | can now download all

that I want.
N J
Girl, 10, Italy

®

The smartphone is mine and the tablet is not
and so | can do more with my smartphone,
I can do what I want.

Girl, 9, Germany

&3

It’s smaller so you have it always with you.
Soyoucanalways useit. (...)if the possibility
is there, you'll just use it more.

Boy, 15-16, Belgium

Net Children Go Mobile

The use and ownership of a device do not necessar-
ily coincide, with children having access to a wider
range of devices than those they actually own or
have for private use. However, ownership and pri-
vate use shape the quality of online experiences, with
children owning a certain device being more likely to
use it intensively throughout the day. Smartphones
are the devices that children are more likely to own
or have for private use. By contrast, tablets are in some
households never personally owned, as they are bought
for the whole family or for the children to share.

Policy recommendation
Industry

Even though mobile devices
are designed to be used
individually and privately
(providing a unique user
profile), research shows

that at least tablets are often
shared by all family mem-
bers. Industry should consi-
der this usage pattern and
design devices that host
multiple accounts, each with
customisable safety settings.

While personal ownershipis an important condition
forautonomy of use, economic or technical constraints
(such as the cost of mobile internet plans and the avail-
ability of public networks), and parental and teachers’
rules may actually limit where and how often a device
isused to go online. Overall, children are slightly more
likely to use laptops than smartphones or tablets
to go online at least daily.
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Fig. 4: Daily use of smartphones, tablets and
laptops by gender, age and SES

% Use smartphones daily % Use tablets daily % Use laptops daily

Boys 23
43
Girls 22
13
9-10 yrs 18
31
35
11-12 yrs 25
37
52
13-14 yrs 26
51
60
15-16 yrs 22
60
36
Low SES 16
a4
45
Medium SES 23
49
46
High SES 33
46
41
Al 23
0 20 40 60 80 100

Figure 5: Daily use of smartphones, tablets and
laptops by country
% Use laptops daily
% Use tablets daily
M % Use smartphones daily

35
Belgium 26
28

70
Denmark 37
72

28
Ireland 27

35

51
Italy | 12
42
60
Portugal 31

35

28
Romania | 4
21
47
UK 32
56
46
All 24
0 50 100

Base: All children 9-16 years old who use the internet
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As shown in Figure 4 and 5, daily access to the in-
ternet by means of smartphones, tablets and laptops
varies across countries and is also differentiated by
age: while younger children are much more likely to
use a laptop every day, teenagers use smartphones
as much as laptops. The differences in daily use of
smartphones by socioeconomic status (SES) are also
notable: only 36% of children from lower SES homes go
online from a smartphone every day, compared to 46%
of higher SES families. As anticipated, thisis also due to
potential constraints on time and space of use, by which
younger children, children from lower SES families and
children in certain countries are more affected.

2.2 Constraints on use

Despite mobile-convergent media providingin principle
“anywhere, anytime” connectivity, mobile internet use
may actually be limited by economic and technical
constraints, as much as by social rules. Among finan-
cial constraints, the cost of the device is taken into
account by parents among the pros and cons leading
to theinitial acquisition of devices. Interviews and focus
groups with both parents and children indicate that the
cost of smartphones influences not only whether but
also at what stage children might be allowed to have
these devices, and which model they might get.

We went to the shopping mall and there were
two phones that I liked most, so we checked
the plan first, and then we chose the most
convenient, since my mother says it doesn’t
have to be beautiful for me to show off, it has
to be useful.

: Boy, 10, Italy

r

Use of smartphonesis also influenced by other finan-
cial - the cost of ISP plans - and technical constraints
- the availability of WiFi networks: both constraints are
differentiated by age and socioeconomic status. Chil-
dren aged 9-14 are more likely to go online from smart-
phones only through WiFi networks, while teenagers
aged 15-16 use both internet plans and WiFi networks;
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use of 3Gs connections only is more common among
lower SES children, while their peers from higher SES
homes are more likely to go online via both WiFi net-
works and mobile internet plans. Ways of going online
from smartphones also vary across countries, as
shown in Table 1.

Table 1: Ways of connecting to the internet
from mobile phone/smartphone by country

o= @ °
£= = = = 5
{= w0
£¢ |2 s LS
= v > |= o2
= 2 == = ct 9
85 |85 |g |22t
£ 5 ERS & S cg
St a2 S XSE
Belgium 20 8 50 22
Denmark 51 14 28 7
Ireland 5 7 74 14
Italy 32 24 18 26
Portugal 10 11 47 32
Romania 15 24 20 41
UK 41 17 18 24
All 27 15 35 23

Base: All children who own or have for private use a mobile phone or
a smartphone

As expected, the availability of internet plans
is associated with the use of the internet on the
move, as shown in Figure 6, and with specific usage
patterns: those who can rely both on mobile internet
plans and WiFi networks to go online from their smart-
phones, can actually benefit from more autonomy of
use, while those accessing the internet either through
free WiFi networks only or through internet plans only
are likely to experience more constraints when using
mobile devices to go online.

Net Children Go Mobile

Figure 6: Daily use of the internet when out and
about and availability of internet plans
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% Have a mobile internet plan

Policy recommendation
School

The adoption and use of mobile
devices is still unequal,
characterised by both access
divides (with more affluent
children enjoying wider access
through both monthly internet
plans and WiFi, and more
private access through
personal devices) and usage
divides (that is inequalities in
the activities undertaken and
opportunities they have access
to, e.g. paid content).

Schools and teachers should
engage in mitigating existing
divisions by offering equal
opportunities to children and
fostering inclusive uses of
mobile technologies during
class activities.
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Policy recommendation
Government

It may not sound appropriate to
recommend to commercial
institutions that they should
supply free WiFi access.
However, the financial con-
straints on the increasing
number of children with
smartphones and tablets
means that this audience would
particularly appreciate the
existing of such free WiFi
spaces. Especially in countries
where the commercial centre
supplies few such spaces,
government and other civic
bodies should be encouraged to
compensate by enabling such
free internet access.

Indeed, children ration their own use due to cost
considerations: even children who are provided with
mobile internet plans seek WiFi in public places or try
to use 3G as little as possible, and to limit their time
online if WiFiis not available:

7

—X

| try to turn it off (3G) most of the time, other-
wise it would cost a lot of money. If | want to
go on Facebook or Snapchat, I turn it on. But
immediately afterwards, | turn it off again.

)

<> Girl, 12-13, Belgium

Net Children Go Mobile

In the most extreme cases,* children had smart-
phones but simply did not use the smartphone for ac-
cessing the internet. For example, Marco, a 15 year old
boy from Portugal, had recently deactivated his 3G ac-
cess, because his internet tariff became too expensive
for accessing the internet “wherever he wants”.

Policy recommendation
Industry

Young people often reported
unexpected costs incurred by
them unknowingly installing
paid apps or using certain
services (e.g. roaming). This
can be particularly distressing
for children (who have acted in
good faith) not just because of
the money involved but becau-
se it can lead to stressful
interactions within the family.
Digital literacy around the use
of mobile devices and apps
should be a priority, with indu-
stry taking a lead role in ensu-
ring clear specifications of
costs of applications and servi-
ces and providing transparent
tools to help control the costs
of internet use (especially of
roaming and in-app purchases).

1 Many of the more dramatic examples of not using the
smartphone for mobile access came from Portugal and
Romania, which may in part reflect the difficult economic
situation in these countries at the time of the research.
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2.3 Age of first use

Children are using the internet and getting a mobile
phone orasmartphone at everyounger ages. As shown
in Figure 7, children start using the internet before
they are given a mobile phone. The average age at
which children receive a smartphone is older, at
twelve years old; however, younger children are
more likely to be given a smartphone when they
are only eight. By contrast, older teenagers were four-
teen on average when they got their first smartphone:

Figure 7: Age of firstinternet use, first mobile
phone and first smartphone, by age

M Used the internet m Got a mobile phone

Got smartphone

15 -

10 -

14 12
4 11
> 8
O n T T T

15-16yrs 13-14yrs 11-12yrs 9-10 yrs

Base: All children 9-16 years old who use the internet

After 2011 children of all age groups are more likely to
be given a smartphone than an ordinary mobile phone.
Indeed, 15% of our interviewees had never owned a
mobile phone that was not a smartphone.

Country variations are considerable: the average age
when children started using the internet is lowest in
Denmark and highest in Italy. Danish children were also
younger when they were given their first mobile phone
orsmartphone. In contrast, children in Belgium tend to
receive either a mobile phone or a smartphone consid-
erably later than their peers in the other six countries
surveyed.

As the qualitative data reveal, however, such statis-
tics hide some more complex processes, whereby far
more children gained access to and experience of
smartphones before actually owning one, at an ear-
lier age. Some children in effect serve apprenticeships,
using or trying out other family members’ devices be-

10
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fore they had their own. This can start at an early age,
as when John (boy, 9-10, UK) reported how his 6 year
old sister regularly played with their mother’s broken
Blackberry: “She just wants to pretend she’s all girly, like.
Blah, blah, blah. Always on the phone, texting!” Often
devices were first borrowed by young children specifi-
cally to play games, as when Francesco, a 10 year old
Italian boy, still borrows his mother’s smartphone for
that purpose.

The “appropriate age” for owning a smartphone is
a matter of debate among both parents and children,
with children having to “prove” they are mature and
responsible enough to look after a mobile phone be-
fore parents would buy them a smartphone, as Joost
(boy, 12-13, Belgium) explains. Sometimes the decision
about being responsible s flexible, depending upon the
child, but a number of children refer to getting the
smartphone at certain life stages, almost as arite
of passage - ¢.g. when they changed school to a more
senior school; on occasions of the first Holy Commun-
ion or as a Confirmation gift in the Catholic countries;
as gift for birthdays or as a remuneration for success
in school.

The demand for smartphones and tablets does not
always come from children. At times, mobile devices
are an unrequested and unexpected gift from par-
ents and grandparents, as Gaia commented about
acquiring heriPhone:

[ A

I am always concerned | might lose it, or it
could be stolen. Because | didn’t really ask to
have an iPhone. My grandparents gave it to
me (...) But!could have a cheaper phone, less
expensive, less important, because it makes
me anxious, as much as wearing an expensive

L watch. J
N

&

Girl, 14-16, Italy

Even when the acquisition is driven by children them-
selves, part of that demand is not specific to technolo-
gies: rather, itis about wanting things that are fashion-
able and socially legitimated. Indeed, there were
cases of actual peer pressure as when Lilya and Anna
(girls, 11-13, Romania) told how their classmates used
to laugh at them because of their old mobile phones
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until they acquired smartphones.2 Parents can also be
fashion conscious about what their children have rela-
tive to their peers:

\

rAt firstIdidn’teven wantone!l got it for Christ-
mas, and then my parents said: ‘Now you need
a new phone, because everyone else has a
touch phone! At first | thought: ‘what should |
use that for, | have my Nokia phone? But then
I became fond of it.

J

Girl, 11-13, Denmark

&

Beyond providing children with the latest fashion-
able gadget, in order to prevent any form of exclusion
from peers, the idea of a “digital leash” or “umbili-
cal cord” also emerged as an important motivation for
parents: both fathers and mothers seem to feel a simi-
lar anxiety and a need for the child to become “always
reachable”, “always close to them”. In Belgium, Portugal
or Italy, teachers and youth workers share stories of
parents calling their children during class or outdoors
activities, even though parents are aware of rules.

However, the meaning of the smartphone in the
parent-child relationship is ambiguous. Often, in fo-
cus groups, parents expressed their “good parenting’,
differencing themselves from other parents who use
technology to compensate their lack of time to support
children. Lorenzo, an ltalian father, says that “parents
not enough involved in the education of their children
usually see digital devices as baby sitters, something
used to make their children quiet”. A Portuguese father,
Abel, says “smartphones are given to children as toys
because parents don’t spend enough time with them. ..
a smartphone makes the child quiet, focused on it...”

2 Although the references to peer pressure are cross-cultural,
they emerged as the dominant motivation expressed by
Romanian parents and teachers, as if they were embedded
in the public discourse on children and new media.

n
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Policy recommendation
Media

Parental motivations for provi-
ding (or not) mobile devices to
children revealed common
ideas such as teens lacking
maturity, the "umbilical cord"
and the correspondent lack of
autonomy, as well as the
challenge of balancing trust,
surveillance and privacy,

or the complex negotiation of
rules within the families.

These issues may be an intere-
sting topic for the news media,
namely for news magazines,
thus promoting a big picture
on contemporary families and
the role of key points such as
trust, parental support, shared
and private spaces and times
within the families.
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3. Changes and
consequences

3.1 Online activities: old or new
practices?

The Net Children Go Mobile data show that communica-
tive practices (social networking and instant messag-
ing), entertainment activities (listening to music and
watching videoclips), and use of the internet for school-
work top the lists of activities done on a daily basis.
Compared with the EU Kids Online data (Livingstone et
al., 2011), it also shows that social networking, shar-
ing and entertainment activities have increased
substantially from 2010 to 2013-2014.

When we look at communicative abilities, how-
ever, we find support for the hypothesis that creative
and interactive uses of the internet are still at the
top of the “ladder of opportunities”: just 31% of
children (and 40% of smartphone users) know how to
create a blog. By contrast, 56% (69% of smartphone
users) claim they know how to post a comment online
and 63% (86% of smartphone users) how to upload and
share content on social media.

Despite children are engaging with more and more
online activities, they do not take advantage of the same
online opportunities across all age groups and coun-
tries, also due to different levels of familiarity with the
English language in each country, and unequal pro-
vision of positive content for children in national
languages.

Figure 8: daily online activities

12
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Smartphone users ¥ All

Created a pet or avatar

Looked up maps/timetables

Spent time in a virtual world

Used a webcam

Used file sharing sites

Registered my geographical location

Published a message on a website or a blog

Read/watched the news on the internet

Visited a chatroom

Published photos, videos or music to share with

others

Downloaded free Apps

Watched broadcast television / movies online

Downloaded music or films

Played games with other people on the internet

Used the internet for school work

Played games on your own or against the

computer

Checked information to satisfy a curiosity

Used instant messaging

65

Listened to music
75

Visited a social networking profile
78

Watched video clips
69

y T T T T T T T T T 1
0 10 20 30 40 50 60 70 80 90 100

Base: All children 9-16 years old who use the internet.
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Policy recommendation

With communication, sharing and entertainment activities at
the top of the preferences for online activities of children,
industry (content providers, mobile telecom operators,
software developers etc.) need to ensure that age-appropriate
positive content is available.

More positive content in national languages is also needed.
Whereas children in Ireland and UK are unsurprisingly satisfied
with the provision of content in their language, in other Europe-
an countries children’s satisfaction is lower (lowest in Belgium
and Italy), thus increasing the gap between children who can
access a wider variety of content produced both locally and
globally, and those who are more reliant on locally produced

Go Mobile

content.

Smartphone users engage more in each of the on-
line activities measured, the greatest differences being
found in communication and entertainment prac-
tices (see Figure 8). This does notimply a linear causa-
tion: children who engage in more online activities may
actually have more motivations to use a smartphone,
thus being early adopters. Tablet users also tend to en-
gage more in each online activity measured, but the dif-
ference between users and non-users is lower than the
gap between users and non-users of smartphones. This
is due to the main advantage of smartphones compared
to any other device: their convenience - being small,
portable and always “at hand” - and privacy - being
private devices.

The usability and ease of smartphones encourages
creativity and sharing, turning both the sharing of
photos with larger audiences and the editing of pic-
tures into a mainstream practice: as Bery! a British
mother, explains, her son “Alistair uses his small device
for photos. He'd take photos, edit photos, and clips of
video.” Indeed, 28% of smartphone users report up-
loading pictures of videos to share with others every
day, against 10% of non-users. Pictures are modified by
means of photo-editing apps and shared on Facebook,

Instagram, or WhatsApp.

However, for some purposes newer portable devices
do not displace the older ICTs. Many children speak
of preferring to do their school homework on the
PC (rather than the smartphone or tablet), because
of its screen size and keyboard:

Itis just that, on a computer the screen is
bigger, and then you have to scroll up and
down that much, so you just have it so you
easily can see it.

y

U Boy, 14-15, Denmark

Some download material onto a PC (or tablet) be-
causeitis quicker than doing it onto their smartphone,
or else watch YouTube on a PC, once again because of
the larger image. A similar preference for the old, well-
proven technologies emerges also in relation to games
and gaming: many children preferred to play games on
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a PCorgames consoles because of their faster process-
ing power and higher resolution graphics. A 10 yearold
British boy, Fletcher, says that he prefers one platform
over another for usability reasons. He used to use the
games console a lot but, then, he got a tablet. He tried
that out but he still prefers the games console because
he found out that: “It’s much easier on the console.”
Or Frederica (girl, 9-10, Italy) has a particular taste for
detective games, available for the PC but not the smart-
phone, although Razvan (boy, 11-13, Romania) notes
that while more games on the tablet are accessible,
those on the PC are more advanced. For whatever rea-
son, it was clear how older devices have certain fea-
tures, certain affordances, that continue to make
them attractive for certain purposes.

Policy recommendation

One of the most visible
impediments to use the mobile
devices for educational purpo-
ses is their perception as
“entertainment” tools.

In part could be up to teachers
to challenge this vision and to
promote (among students and
parents alike) educational
usage of smartphones inside
and outside of the class.

Go Mobile

3.2 Communication

Staying in touch with friends via social network sites
(SNS) or instant messaging services is on the rise and
represents a great part of youth’s online daily activities.
Smartphones not only change where and for how
long children can keep in touch with their circles
of friends; they also expand the range of mobile
communicative practices and the type of audiences
children are now able to engage with.

Children associate new mobile devices with arise in
the volume of peer communication. Many interviewees
believe they are more “sociable” since they had a
smartphone: for example, Alan, a teenage boy from UK,
explains that: “/ talk more and I talk to a lot more people
in general because the ability is there in my hands.”

Smartphones and, to a minor extent, tablets have
widened children’s communication repertoires by ex-
tending the opportunities to access already popular
social media tools such as Facebook, while supporting
new apps such as WhatsApp, Instagram and Snapchat.
The changing communicative practices are enabled
by particular affordances of smartphones and new
messaging services that children remark upon in their
discourses: first, smartphones are portable devices,
meaning that communication facilities are perceived
as always “at hand”; second, contrary to SMS, com-
munication through social media apps and instant
messaging apps is free of charge, thus encouraging a
continuous, intermittent flow of communication; third,
these apps enable group communication, thus sup-
porting the practice of “broadcasting’.

Well, how much doluseit?luseit... basically
I always have the smartphone in my hand.

7~
%

Girl,15, Italy

Instead of using SMS, Snapchat is for free, here
you can just take a picture, write a textbite
and send it.

Girl, 11-13, Denmark

®
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It’s free. (...) if you had normal text people only
message you if they need to message you. And
you can’treally create groups on text message
solthink that’s why you might message more.
So ifyou want to tell, let’s just say, about your
birthday party, or something, you could in-
stead of sending it individually, and paying
a lot on the text message, on the group you
could send it one time for free and everyone
would know about it on the group.

\.
Boy, 11-13, UK ;

aj

r

Overall, 68% of children have at least one profile on
a SNS, but the use of SNS varies consistently by age
and across countries. Figure 9 and 10 show the number
of children with at least one account on a SNS and of
those indicating Facebook as their main SNS by age,
gender and country.

Figure 9: Children with a profile on SNS by age
and gender

% with a profile on Facebook

% with a profile on any SNS

Boys

Girls

9-10 yrs

11-12 yrs

13-14 yrs

15-16 yrs

93

Low SES

Medium SES

High SES

All
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Figure 10: Children with a profile on SNS by
country

¥ % with a profile on Facebook % with a profile on any SNS

Belgium
Denmark
Ireland
Italy
Portugal
Romania

UK

All

68

0 10 20 30 40 50 60 70 80 90 100

Base: All children 9-16 years old who use the internet

The use of SNS has increased in most countries -
substantially in Romania, Portugal and Denmark, while
lessin Belgium and Italy - Ireland and the UK excluded.
Indeed, the lower diffusion of social networking in Bel-
gium, Ireland, Italy and the UK is due to lower rates
of under-age use in these countries.

Almost all respondents indicated Facebook as the
SNS they use most - the rise being particularly notable
in Portugal and Romania. By contrast in the UK just
three out of four children who use SNS still favoured
Facebook, while one in four children said the profile
they used the most was on Twitter.

While Facebook is still being reported by the major-
ity of respondents as the most used SNS, the use of
social mediais diversifying - children simultaneously
use various services, each enabling specific practices
and targeted at a specific audience.

One reason for using Facebook less can be found in
its popularity among parents. The adoption of Face-
book by adults has had an impact for children in some
countries who rarely use Facebook for talking to each
other but merely to keep in touch generally with those
who don’t have the other SNS they use, knowing also
they can be “seen” by parents: one UK father, Kelvin,
who took an interest in his son’s Facebook while he
learned how to use it himself, was quickly unfriended.
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He [son] cancelled the whole thing.

He unfriended me and he cancelled the whole
thing and went on Instagram. They’re that
sensitive about you looking at it and teasing
them or anything like that.

\
Father, (14-16), UK }

However, ratherthan replacing one SNS with another,
children combine and integrate them with other com-
municative practices. Just like adults, children develop
sophisticated repertoires of practices, devices and
services from which they choose what best suits the
particular communicative situation and relationship.

Two out of three children report keeping in touch
with their friends several times a day by means of SNS
or messaging apps. Indeed, full-time access to friends
is praised as one of the major opportunities of smart-
phones. By extending their face-to-face interactionin a
sort of 24/7 communicative bubble, children reinforce
their friendship ties.

Policy recommendation
Parents

Net Children Go Mobile

Children use SNS and messagging apps also to make
new friends. While the practice of meeting people on
theinternetis sporadic, children tend to expand their
social networks by activating latent ties, such as
“friends of friends”. Indeed, only 9% of the respondents
say they accept any request of friendship on SNS. By
contrast, one in four children add people with whom
they share offline friends, as shown in Figure 11 and
12. This practice is particularly legitimised among
teenagers, children from medium SES and Italian chil-
dren.

It has changed a lot because before we didn’t
keep in touch once back home. When we
didn’t have a smartphone. (...) And it is much
better now because it strengthens relation-
ships. | used to feel lonely before, because
everyone else had a smartphone and they
keptin touch, they had Facebook and I didn’t.

N

Girl, 16, Italy

<

16

Parents need to be made more aware of the potential risks of
underage social networking. Awareness campaigns against
under-age use of SNS have been more effective in Belgium,
Ireland, Italy and the UK. By contrast,

in other countries the number of children under 13 who are
using SNS is still high. Parents have to take up an active role in
ensuring that their children are using the services in a safe and
responsible manner. They should also be encouraged to act
accordingly with child’s age and to adapt their mediation, com-
bining supervising younger children’s use of SNS with a part-
nership approach for older children.
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Policy recommendation

Industry

Children express the need for safe, private spaces and services - for
example when they praise Snapchat because of the freedom from
the social pressure of always having to produce good-looking pictu-
res. Service providers should consider how they might empower
children by providing safe and private spaces and/or tools for custo-
mising apps and platforms.

As the social networking platform most popular among European
children, Facebook should continue its active role in promoting the
safe use of their service (including age-sensitive privacy settings,
ease of use of report mechanism). One should note the recent
change in ‘private by default’ for 13-17 year olds as opposed to ‘frien-
ds of friends’, but introducing options of public viewing from others,
meaning anyone can view what teenagers post, if they so choose.
Unfortunately, this does not work if a child registers as being over 18.
However, as other SNS become popular (e.g. Snapchat, Ask.fm), also
these other providers/services should take up responsibility for
ensuring safe use of their platforms.

Figure 11: Children’s responses to friends’ Figure 12: Children’s responses to friends’
requests on SNS, by gender, age and SES requests on SNS, by country
5 % | generally accept all requests %I generally accept all requests
% Accept only if we have friends in common % Accept only if we have friends in common
% Accept only if | know them % Accept only if | know them

Boys

Girls

9-10yrs

11-12 yrs

13-14 yrs

15-16 yrs

Low SES

Medium SES

High SES

All
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% Accept only if I know them very well

% Accept only if | know them very well

3 s o Belgium 19 55 21
- 49 18 Denmark 11 73 7
u s & 2 Ireland 19 55 20
8 18 49 25
Italy 45 35 14
9 27 51 &
Portugal 23 40 31
10 29 49 2
Romania 26 45 11
10 22 46 22
3 - s s UK 28 36 22
8 2 54 14 All 24 49 18
- 24 49 18 0 50 100
10 20 3 4 50 6 70 8 9% 100 Base: All children 9-16 years old who use SNS.
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As children become more social media-savvy, they
have become particularly sensitive to the kind of per-
sonal information they display, as Imogen, a teenager
from UK explains:

So my Facebook has my birthday but | don’t
have where | go to school, where | live, my
phone number or anything like that on there,
and ldon’t have any of that stuffon Instagram
or Twitter either, so |... the thing... some of
the things that | do are public but none of my
personal details are.

N

)

Girl, 14-16, UK

Children’s narratives about personal data and priva-
cy concerns are consistent with survey data, confirming
that children across all age groups do not disclose the
most sensitive information such as theirhome address
or phone number (as shown in Table 2):

Table 2: What information children show on
their social networking profile, by age and
gender

% who say that their SNS
profile shows...

A photo that clearly shows 71 73 79 88 80
their face

Their last name 81 80 85 82 82
Their home address 12 12 11 13 12
Their phone number 10 11 14 10 12
Their school 44 52 69 70 63
An age that is not their 62 65 29 28 39
correct age

Base: All children who use SNS.

The practicalities of managing, for example, a private
Twitter account combined with the use of SNS to make
new friends mean that some children are more likely
to moderate their personal data rather than deal
with the inconvenience of staying private. Figure
13 and 14 show how the number of children keeping a
public profile varies by age, gender and country, com-
paring 2010 and 2013-14 data:

18
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Figure 13: Children with a public profile, by age
and gender, comparing 2010 ad 2013-14

® % With a public profile on SNS in 2010 B % With a public profile on SNS in 2014

Boys
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13-14 yrs
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Figure 14: Children with a public profile by
country, comparing 2010 and 2013-14

H % With a public profile on SNS in 2010 ¥ % With a public profile on SNS in 2014
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Base: All children who use SNS.
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The number of children who have a public profile on
SNS has increased among boys, pre-adolescents, and
children living in Romania or the UK. Different privacy
settings may not necessarily be an indicator of risky
behaviour, and also have to be contextualised within
“friending” practices - with pre-teens more likely to use
SNS as a way to make new friends and with Romanian
children more open to accept all requests of friendship
- and different platforms - with Twitter profiles being
usually public, and with childrenin the UK who are more
likely than average to indicate Twitter as the profile they
use most. Indeed, different SNS may imply different
notions of “friendship” and different regimes of
privacy and disclosure. However, these findings also
signal that, while many children are social media-savvy,
others still lack basic safety skills.

3.3 Skills

Overall children claim half of the twelve internet skills
measured - including instrumental skills, safety skills,
critical skills and communicative abilities - as shown
in Figure 15:

Comparing these findings with the EU Kids Online
data collected in 2010 (Livingstone et al., 2010), we can
observe how over the past four years children have de-
veloped greater social media skills that help them be
safe on SNS. Critical skills such as comparing different
websites to assess the reliability of information have
also increased. By contrast, other competences meas-
ured in both surveys show a little increase.

As Figure 15 shows smartphone and tablet users
claim nearly twice as many skills as children who don’t
use mobile devices to go online. Therefore, these find-
ings are supportive of the “usage hypothesis”:
the more children use the internet, the more op-
portunities they take up and the more skills they
develop.

Smartp
users

users
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Figure 15: Average number of internet skills, by
country, comparing mobile internet users with
non-mobile users
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Base: All children 9-16 years old who use the internet.
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On average, children claim more smartphone and
tablet specific skills - 7.5 out of 11 measured. Protect-
ing a mobile device with a passcode, finding in-
formation on how to use the smartphone/tablet
safely, and deactivating location-tracking func-
tions top the list of the competences children possess.

Children are also more self-confident regarding their
smartphone-specific skills: while 38% of children be-
lieve the statement “l know more about the inter-
net than my parents” is very true of them, 58% say
itis “very true” of them that they know more than
their parents about using smartphones.

Policy recommendation

Net Children Go Mobile

Policy recommendation

A way in which children might
experience privacy issues is
when others get unwarranted
access to private content on
their smartphone (such as
unauthorized access to photo
gallery or messages). These
issues can be addressed to
making children aware of
responsible sharing of their
own devices.features. Because
of social inequalities in
children’s home contexts,
school remains the preferred
environment to learn
(operational) digital skills.

With a large proportion of children (especially younger ones) still
reporting lack of basic safety skills, such as blocking unwanted
content or using the report button, schools could step up their role
in promoting digital safety by integrating safety skills in primary
school curricula. Moreover, e-safety education in school should also
include mobile-specific safety issues (such as the risks of geo-
location, privacy settings of the device etc.).

Indeed, when acquiring a personal mobile device, children should
master a number of basic digital skills to operate the device in a safe
and responsible way. Operational skills are required to change
settings, such as selecting modes or turning off features. Because
of social inequalities in children’s home contexts, school remains the
preferred environment to learn (operational) digital skills.

20
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3.4 Over-dependence

Mobile communication has become a taken for grant-
ed condition of our sociability and our everyday lives,
bringing about notable benefits - for example, always
being in contact with family and friends, easier man-
agement of everyday life activities and mobility, better
employment of otherwise “dead” time, etc. - as well as
some negative consequences — more stress, and the
pressure to be “always on”. In general, the new practices
that emerge from the availability of internet connectivity
on the move (whether through WiFi networks orinternet
plans) is enriching the lives of many respondents. They
like to feel always connected with their friends and to
be able to instantly manage situations by searching
the web, asking friends and family for advice and gen-
erally using the internet in a proactive way. However,
this might be leading to an overdependence for some,
who find solutions to problems from an external source
rather than developing personal resilience and know-
how for managing tricky situations.

Feeling less bored is identified among the most
notable consequence of smartphones: the majority of
children agree “a bit” (43%) or “a lot” (41%) with the
statement “thanks to my smartphone | feel less bored.”
On the other side, however, the smartphone can be
the tool for perpetuating apathy: for some children,
the “always on” availability of 24x7 information feeds
becomes a perpetual circle of tedious non-activity, as
they scroll through SNS finding nothing for them or
nothing new, but looking again and again just in case
they have missed something.

r )
| get to the point where I'm kind of like, | get so
bored, sometimes | just pick it [smartphone] up
and look at it and I have nothing. Or I'll go onto
Instagram, come out of it, go on Twitter, come
out of it, go on Snapchat and come out of it,
and just keep going in the circuit and I'll not
realise I’'m doing it, because I've got nothing
to do. So now | actually downloaded a game
again the other day, so I've just been playing
that recently.

L W
Girl, 14-16, UK

&3
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Offering multiple opportunities for filling in awkward,
uncomfortable moments experienced by children, the
smartphone can lead to laziness as admitted by the
same teenagers:

,
Teema: We'll be in separate rooms and

we’ll tweet each other.

Isleen: Or call each other because you
can’t be bothered to get up.

()

Teema: That’s really bad.

Isleen: And then [ call, | just call them to
find out ifthey’re there; I can’t’ be bothered
to get up and see

Teema: That’s lazy.

Isleen: | know.

AN

Q Girls, 14-16, UK <>

Policy recommendation
Schools

As school is the place where
children spend most of their day
together, teachers areina
privileged position to promote
the responsible use of mobile
communication. Encouraging
face-to-face interactions among
children by means of engage-
ment in shared offline activities
without minimising the relevance
of mobile communication for
children is also recommended.
Children need to realise that they
can still manage face-to-face
interactions and that mobile,
online communication can be

as problematic as co-present
interaction.
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Afurther consequence of smartphones, according to
children, is feeling more connected to their friends:
most children think it is “a bit” (39%) or “very” (42%)
true of them. However, constant accessibility to one
another by means of mobile communication has be-
come normative: three out of four children (72%) also
agree that they feel they have to be always available
to family and friends.

While children feel perpetual social access to peers
annoying, they usually conform to the social pressure
to be “always on”:

When we were younger, and we had those old
phones It was like, you could easily forget it at
home, but now, where you can use the social
media, now it’s really important!

-_
&4

Girl, 11-13, Denmark

What bothers me is that you’re always busy,
and that you have no rest

Boy, 15, Belgium

Rk

ﬁ

Temporary or permanent disconnection is negatively
sanctioned and troublesome, leading to to the feeling
of exclusion from the peer group:

Because all the others have a smartphone, |
think that I’'m more unavailable now because
nobody calls on the home phone but every-
body is writing WhatsApp messages.

Boy, 13-14, Germany
r
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and when you go on WhatsApp you find a lot
of messages, they might be interesting but
you don’t bother to read them all and then
the next day in class they talk and you don’t
know what they are talking about

N

Girl, 11-13, Italy

)

The feeling of entrapment generated by this norma-
tive mobile etiquette - whereby one should be always
accessible and reply in real time - appears to be radi-
calised by new features of instant messaging apps and
SNS alike. Knowing that the sender is notified when the
message has been received and read causes anxiety
as well as misunderstandings in relationships with
friends:

So it’s not nice no to answer?

Andrea: Yes, in my opinion, well if you really
have problems or if you’re away and cannot
talk, yes, nobody says anything. But when you
get messages and you see and you’re not in
the moodtotalk... (...) so, it’s a very stupid idea
that they write and can see that | saw the mes-
sage and this is the most annoying: to write
someone and to get “seen at...”

Z

&3

Girl, 15, Romania
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Policy recommendation
Parents

Children sometimes share parental concerns about the potential negative
consequences of always being socially accessible to peers. Parents can
help to empower children by educating them to more responsible uses of
these devices, helping them to understand that mediated communication
does not need to be in real time, that written words are less ephemeral
than spoken words and that text can reach a wider audience than children
had expected. Setting rules is also an effective measure, without
downplaying the rules children set themselves when under no parental
pressure - e.g. not using the smartphone until they have done with
homework. Parents should also recognise - as they sometimes do - that
they are also victims of the communicative bubble when they want their
own children to be always available to them.

Industry

Children express concerns about the new technological affordances of
messaging apps and social media, reporting that they feel socially obliged
to reply in real time but how fast (sometime ill-thought out) replies can
lead to conflicts or misunderstandings with peers. Notifications should be
disabled by default for younger children or made optional for them to use.
they are also victims of the communicative bubble when they want their
own children to be always available to them.

Peers

Mobile (online) communication has the potential to exacerbate issues and
problematic aspects of peer communication: issues of belonging, trust and
respect are all at play. Children need to be themselves responsible for the
safety of their (online) communication environment. Those children who
are more aware of these issues should be encouraged to promote better
mobile and online communication amongst their peers.
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4. Risks

One major acquisition of research on online risks and
safety in comparative perspective - and notably of the
EU Kids Online project - is that online risky experiences
do not necessarily result in harm, as reported by chil-
dren (Livingstone et al., 2011). While internet activities
are not beneficial nor negative per se, some online ex-
periences are more likely to result in problematic experi-
ences for children, namely, in harm. Harm is, therefore,
considered as the distinct - subjective or objective -
outcome of exposure to online risks.

Before asking children about specific risky experi-
ences, we asked them a closed and an open-ended
question, asking them to provide their overall view
on negative online experiences. Children were asked,
“In the past 12 months, have you seen or experienced
something on the internet that has bothered you in
some way? For example, made you feel uncomfortable,
upset, or feel that you shouldn’t have seen it?” and “If
you have seen or experienced something on the internet
in the past 12 months that has bothered you in some
way, can you write down what happened or what it was
that bothered you or made you upset?”

Figure 16 and 17 show children’s experiences of prob-
lematic events, by age, gender, SES and country.

Overall 17% of children said they had seen or
experienced something on the internet that had
bothered them.

24
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Figure 16: Online experiences that have

bothered children (%), by gender, age and SES
Boys
Girls
9-10 yrs
11-12 yrs
13-14 yrs
15-16 yrs
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Medium SES
High SES

All

o
N
o

40 60 80 100

Figure 17: Online experiences that have
bothered children (%), by country

Belgium
Denmark
Ireland
Italy
Portugal
Romania
UK

All

0 20 40 60 80 100

Base: All children 9-16 years old who use the internet.
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Gender and age differences are considerable: girls
(21%) and older teenagers (23%) are more likely to
report being bothered by something on the internet.
Perceptions and experience of problematic events on
the internet is also variable across countries: Danish
children (39%) are more likely to report being
bothered by something on the internet, while Italian
children (6%) are the least likely to do so.

Figure 18 and 19 show how the number of children
who have experienced at least one of the seven risks
asked about - namely, being bullied (online or offline);
receiving sexual messages; seeing sexual images; meet-
ing online contacts offline; seeing negative user gener-
ated content (concerned with hate, pro-anorexia, self-
harm, drug taking or suicide); experiencing other risks
such as privacy risks; and reporting excessive internet
use - varies by gender, age, SES and country.

Figure 18: Child has experienced at least one of
the seven risks (%), by gender, age and SES

Boys

Girls

9-10 yrs
11-12 yrs
13-14 yrs
15-16 yrs
Low SES
Medium SES
High SES

All
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Figure 19: Child has experienced at least one of
the seven risks (%), by country

Belgium
Denmark
Ireland
Italy
Portugal
Romania
UK

All

Base: All children 9-16 years old who use the internet.

Exposure to risks increases with age, and among
smartphone and tablet users. This supports the so-
called “more opportunities, more risks” hypothesis:
older users and mobile internet users benefit from more
online opportunities, but are also exposed to more risks.
Moreover, country differences show that online risks
do not necessarily have harmful consequences, as the
case of Italy - where risk exposure is on average but
the number of children bothered on the internet is the
lowest - exemplifies this.
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Policy recommendation
Industry

Smartphone users seem to
encounter more risks- mostly
because all the online opportu-
nities are more readily available
to them.

Industry and other stakeholders
can help to create safer and
better internet experiences for
young people by ensuring that
supports such as content clas-
sification, age-appropriate
privacy settings, and easy and
robust reporting mechanisms
on mobile devices and services,
are widely available.

Net Children Go Mobile

Figure 20 shows how the overall level of harm and
exposure to specific risks has changed from 2010 and
2014:

Figure 20: online risks and harm, comparing
2010 and 2013-14, for children 11 +:

H2010 w2014

Bothered or upset by something on the
internet

Had contact with someone not met
face to face before

Seen sexual images online

Received sexual messages

Seen websites where people publish
hate messages

Seen websites where people promote
eating disorders

Met online contact offline

Been cyberbullied

Seen websites where people talk about
or share their experiences of taking
drugs

Seen websites where people discuss
ways of physically harming or hurting
themselves

Seen websites where people discuss
ways of committing suicide

] 20 40 60 80 100

Base: All children 11-16 years old who use the internet.

Comparison with the EU Kids Online data shows that
since 2010 exposure to negative user generated con-
tent - especially hate messages and pro-ana or pro-mia
content - cyberbullying and face-to-face meetings with
online contacts have increased substantially. By con-
trast, meeting new people on the internet has slightly
decreased.

3 We focus here only on children aged 11 years old and above
because in both surveys questions on receiving sexual images and/or
on negative user generated content were not asked to children aged
9-10.

Net Children Go Mobile: Final Report



If we look at country differences, the number of chil-
dren reporting an online experience that bothered them
hasincreased in the past 4 years in Denmark (from 28%
t0 39%), Ireland (from 11% to 20%) and Romania (from
21% to 27%). It has been more or less stable in the UK
(from 13% to 15%), Portugal (from 7% to 10%), Belgium
(from 10% to 9%) and Italy (also 6% in 2010).

Policy recommendation
NGOs, Governments, Schools

With overall risk experiences
being on the rise (compared to
2010), there is still a need to
intensify policy measures
directed at making the internet
a safe and better experience for
children across Europe.
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4.1 Bullying on- and offline

As anticipated, different risks are not perceived as
equally problematic: some are more dangerous and
harmful than others. Bullying is still the most harmful
risky experience: two out of three children who have
been bullied on- or offline claim they have been “very”
or “a bit” upset.

The experience of bullying is gendered, with girls
being more likely to be bullied (26%) and to be upset
(20%) than boys. Age variations are also notable, and
confirm that the transition from pre-adolescence to
adolescence marks a time of increased bullying: 13- to
14-year-olds (26%) are more likely to be bullied. It is,
however, the youngest children, aged 9-10, who report
higher rates of harm (21%).

While 10% of children have been bullied face-to-face,
offline bullyingis no longer the dominant mode of mean
and offensive conduct; indeed, if we sum all the forms
of cyberbullying, 12% report being bullied online or
through mobile communication. The rise in cyberbully-
ing emerges clearly also from the comparison between
2010 and 2013-14 data, as shown in Figures 21 and 22:

Figure 21: Being bullied off- and online by
gender and age, comparing 2010 and 2013-14

B % Experienced some type of cyberbullying % Bullied (on or offline)

21
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24
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Base: All children 9-16 years old who use the internet.
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Figure 22: Being bullied off- and online by
country, comparing 2010 and 2013-14

W % Experienced some type of cyberbullying % Bullied (on or offline)

Belgium

Denmark

39

Ireland

Italy

Portugal

Romania

Base: All children 9-16 years old who use the internet.

According to children, therise in cyberbullying is as-
sociated with new communicative practices and op-
portunities. Some children believe mobile devices
facilitate online bullying, because these devices
allow them to be constantly online and available.
According to children, increased communication op-
portunities and the possibility to send free messages
have led to impulsive, even aggressive communication:

4 A
Yes, | think smartphones have made it pos-
sible for people to be mean more, because if
you were paying for text you’d probably think
more, saying, I'm going to be paying for this
text, or my parents will be paying for this text.
Is it really worth sending it? Whereas now on
WhatsApp or Facebook you can quickly mes-
sage and send it for free. So | think that’s kind
of opened it up to be like cyberbullying more,
or sending silly messages. ..
\ k_J

Boy, 11-13, UK

F
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g My daughter passed the limit on WhatsApp, A
soshe lost, she had a conflict with her friends,
for bullshit, and if she had talked face to face
rather than texting she would have probably
solved the issue before having a fight and
loosing their friendship...

\
Father, (9-10), Italy }

More often, children describe unpleasant episodes
on messaging apps or SNS as instances of “social dra-
ma” and aggressive communication, which extends to
the use of mobile devices and new social apps, reported
especially in Italy, Romania and Spain. By contrast, bul-
lying is non-reciprocal, involving intentional, repetitive
aggression and a power imbalance between the bullied
and the bully.

Policy recommendation
Schools

Schools should play a more
active role in preventing social
media-based bullying, since
most communication on SNS
and messaging apps occur
between schoolmates.
Moreover, given that bullying is
age-specific, with younger
children reporting more face to
face bullying and bullying throu-
gh gaming websites, while
adolescents report more
bullying through SNS and phone
calls, specific messages should
be designed for different age
groups.
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Children reported being harassed through calls and
messages on the smartphones, usually anonymously;
most likely, these were pranks played by peers, but in
most cases they could not identify the bullies. Peers
sharing phone numbers of others without permis-
sion can lead to children being anonymously harassed
though their smartphones.

New messaging services, such as WhatsApp, offer
new modes of peer interaction, as well as new modes of
inclusion and exclusion: one Italian girl reports missing
out on WhatsApp group conversation due to technical
problems with her mobile, only to return to find a lot of
negative messages posted by another peer during her
absence (Italy, girls, 12-13).

é R
I used to have a friend who was really a good
friend of mine, but, for while | couldn’t use
WhatsApp because the it kept on dis-installing
it, and I told her because we used to tell each
other anything, and on this group she started
speaking ill on me, so when I managed to ac-
cess WhatsApp again | didn’t tell her, to make
her a surprise, and | read all those messages

Z
&

Girl, 12-13, Italy

Policy recommendation

Go Mobile

Another way of talking unkindly about peers on
WhatsApp is creating “groups within groups” where chil-
dren can badmouth excluded peers (boys, 14-16, Spain).

The portability of the new devices makes it eas-
ier for young people to take each other’s phones
and send rude messages directly from the accounts
of the owner or to answer messages on behalf of the
owner, as reported by Italian 9-10 and 12-13 year old
girls and Romanian 14-16 year old boys. Another is-
sue that came up in several interviews was children
having their phone number shared by peers without
their permission and receiving annoying messages and
calls as a consequence. This practice is connected with
forms of sexual harassment, some girls reporting having
unknown people calling them with sexual propositions
(Italy, 12-13 girls)

New platforms being embraced by young peo-
ple can facilitate new modes of misconduct. For
example, oneltalian girl (12) reported having her picture
taken from Facebook and shared on WhatsApp with an
entire group and being mocked for posing as “sexy”.
Another girl reports on the new practice of boys secret-
ly taking pictures of their peers on toilets and posting
them on WhatsApp groups.

The new forms of sociality enabled by mobile devices (e.g.
WhatsApp) and their catering to the needs of group communication
can further foster patterns of aggressive communication and peer
victimization (such as excluding some from WhatsApp groups-

within-groups).

The ease of snapping compromising pictures of peers and posting
them on SNS is another way in which mobile devices can foster
cyber-aggression and victimization. Cyber-bullying prevention
campaigns should include also the need for responsible use of
mobile devices and the most recent and popular mobile apps.
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4.2 Privacy issues and personal
data misuse

The number of children who reported privacy-related
risks on their smartphones (e.g. people accessing their
personal information or pretending to be them) is low,
5% overall. However, this rises to 9% of teenagers aged
15-16. Similarly, just a monitory of children (4%) expe-
rienced personal data misuse, that is having someone
using theirinformation in a way they did not like. How-
ever, privacy issues are at the core of other problematic
experiences, such as anonymous bullying via phone
calls or messages, or sexual solicitation on messaging
apps following inappropriate sharing of their phone
numbers. Aggression, sexual communication, pri-
vacy issues and personal data misuse are intercon-
nected, with privacy-breaching aggressive acts such as
“fraping” or “revenge sexting” being among the most
salient examples.

Moreover, mobile devices are often regarded as
facilitating exposure to privacy-related risks, be-
cause of mobile-specific functions. Forexample, the
new platforms catering for groups of users can also fa-
cilitate the dissemination of screenshots of private
chats into group chat windows (boy, 14, Italy).

A new way in which children experience privacy
issues is from peers standing nearby and seeing
their private messages or photos on their smart-
phone or tablet screens. Sometimes sharing devices
with peers (such as for playing a game or checking
Facebook) might lead to peers accessing the owner’s
photo gallery or personal messages (as reported by
9-10 year old girls in Romania). Another Romanian girl
(15) reported leaving her phone at home while on a
trip and having her sister and father check her personal
messages while she was away. Another girl recalls her
experience:

I had my iPod with me on the train and they
took it away from me anyhow. | had put itin
my backpack and didn’t noticed that they
took the iPod away and had a look at all my
vacation photos.[...] Where | lay on the beach
in a bikini and then they made a photo of it
with their phones and said: this is really nice.

~

Girl, 13-14, Germany

$§
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An Irish boy (14-16) talked about losing his phone
in the taxi and being worried that the photos of
him and his family at the beach might be misused.

Policy recommendation

Another way in which children
might experience privacy issues
is when others get unwarranted
access to private content on
their smartphone (such as
unauthorized access to photo
gallery or messages).

These issues can be addressed
to making children aware of
responsible sharing of their
own devices.

Therise in personal data misuse associated with mo-
bile media and servicesis also anindication that the lit-
eracy necessary for the safe use of is in stillin need
of development, thus causing unpleasant situation
to occur. As a consequence of their lack of skills, many
children end up sharing personal details with unwanted
people. Forexample, some children reported on things
“getting messed up” when they merged Facebook or
regular phone numbers and WhatsApp contacts:
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I downloaded an app that looked like What-
SApp because the icon was very similar, but,
instead, it was an app that you insert your tel-
ephone number and many people see it. So,
they found my number on that app and wrote
me on WhatsApp and. .. but they were grown-
ups (adults)! And | did not know how to end
this ...Then, luckily, | changed my telephone

number and smartphone.

Girl, 15, Italy a
O

One 10 year old Italian girl reported some unknown
people being able to add her on WhatsApp and send-
ing her pornographic pictures, and not being able to
figure out where they got her number. One Spanish girl
mentioned finding an app which was supposed to give
her access to other people’s chats, but instead the app
was giving nearby phones the possibility of seeing her
own chats (girl, 10, Spain).

Policy recommendation
NGOs, Schools

Children talked about receiving unpleasant phone calls and texts
from “strangers” (most likely friends of friends) without having
given out their phone number. Phone numbers sharing without
permission is a reported way in which young girls experience unso-
licited sexual communication.

As mobile devices have become more at the centre of children’s
sociability increased attention should be given to being careful
about who has one’s phone number and the potential consequen-
ces of distributing the phone numbers of peers should be emphasi-
sed in safety curricula and campaigns.
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4.3 Sexual content and
communication

Many children (28%) have come across sexual content
in the past 12 months, whether online or offline, while
17% have seen sexual images on the internet. This ex-
perience is less bothering than bullying, with around
half of the children who report being harmed by what
they have seen.

Although some children believe that new devices are
not necessarily linked to increased access to unwanted
sexual content, others think that the new devices and
platforms offer new options for young people to
access and share sexual content. For example, a girl
mentioned having a cousin using her mobile phone to
access pornographic material, because his own phone
was being monitored by his parents (girls, 12-13, Italy).
Other girls from Romania and Spain complained about
boys bringing and sharing sexual material at school
(video clips watched on mobile devices during breaks
or even during classes). A mother and youth worker
from Italy also tells about a group of children watching
a pornographic video on a child’s smartphone during
a bus trip:

Policy recommendation

Net Children Go Mobile

Suddenly we saw a crowd of children at the
end of the bus and they were all watching

a video on a child’s phone..

The kid accessed this video and showed it to
the group. It was really a pornographic movie.

N

J

Youth worker, Italy

Even though encountering sexual content can
be upsetting, children are much more concerned
about the risks of sexting. As shown in Figure 20,
sexting has decreased from 2010: overall 11% of re-
spondents have received sexual messages. Exchanging
sexual messages and content, and sometimes show-
ing these on smartphones, can occur as part of sexual
experimenting and/or joking between peers, especially
among boys. Gender and age differences matter, with
teenagers being more likely to experience sexual solici-
tation, and girls being more likely to being harmed by
what they have received.

Similar to online bullying, children have the im-
pression that mobile devices facilitate taking and
sharing pictures, also sexy pictures that may be mis-
used. Girls talked about the practice of boys sending
girls requests for naked pictures of themselves.

Governments, NGOs, Schools, Parents

'Revenge sexting' (usually boys disseminating sexual photos of their
ex-girlfriends to a larger group of peers, coupled with victim
blaming - marked by “she shouldn’t have sent those pictures”-type
attitudes) was one of the practices reported as being the most

harmful.

While mobile devices are usually the common dissemination tools
(i.e. photos taken and sent from mobile to mobile in first instance,
and further shown or disseminated to larger peer audience), this
type of victimization is something to be addressed by both digital
rights (e.g. the right to personal image) and anti-gender discrimina-
tion and anti-sexism campaigns (e.g. it is not only the girls’ responsi-
bility to ensure her personal image is not ruined online, but also the
responsibility of young boys to treat them with respect).

32
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We also had that, one boy said: Yes, | will send
you a friend-request and then you just send
me many photos of you and then she send
him many pictures of her and then he - But
she intentionally said: but don’t show them
to anybody. And then the boys always show,
and most of the time the boys are the ones
who, - actually always the bad ones, who pass
on for example secrets or you show - or they
show pictures around of somebody, who didn’t
agree to it.

-_—

Girl, 11, Germany %

The practice of (girls) sharing sexy pictures is gen-
erally disapproved of, and seen as asking for trouble,
whether the pictures are posted on social media or ex-
changed in private messages:

~

Rui: Because a mobile phone now ends up being
a [photo and filming] camera.

Artur: It existed before, but there were not many
and you had to take the picture, then transfer it
to a computer etc, but...

Hugo: Now a girl can go to the bathroom, take a
picture and send it... Now people are a bit scared
to do this, even people in a stable relationship, be-
cause you never know what happens afterwards...
ifitwill appear on Facebook. I think even married
people... shouldn’t be doing this... afterwards they
split up and sometimes men are a bit...

Mateo: But imagine. | am in a relationship with
a girl and we decide, hypothetically, to send
pictures to each other, we send them “like that”
and we trust each other. Soimagine the case that
you split up with that person badly or there has
been some serious problem and they have split
up. Then you might be angry and you have the
mobile in your hands, to get revenge you might
use the photo and send it to other people. To use
it like a weapon..

” SRS

Boys, 14-16, Spain
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[ A
Butimagine. | am in a relationship with a girl

and we decide, hypothetically, to send pictures
toeach other, we send them “like that” and we
trusteach other. So imagine the case that you
split up with that person badly or there has
been some serious problem and they have split
up. Then you might be angry and you have the
mobile in your hands, to get revenge you might
use the photo and send it to other people. To
use it like a weapon. ..

L ,

Boy, 13-14, Germany [

The phone numbers shared without the young peo-
ple’s consentis another way through which young peo-
ple experience unwanted sexual communication (e.g.
phone calls with requests of sex).
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4.4 Excessive use

Many more children now spontaneously mention ad-
diction or overuse, and many agree that they spend
too much time online and/or on their smartphones.
The survey findings are consistent with interviews and
focus groups with children and adults alike, in showing
that children are more likely to develop an overdepend-
ent attitude towards their smartphones because of its
features: first, like mobile phones before them, smart-
phones are perceived among children and adolescents
as extensions of their body, that can be easily stored in a
pocket and carried around all the day long; and second,
as anticipated, they provide full time access to peers
and family. For these reasons, the smartphone has
become so fully integrated into the social wellbeing
of the user that it is almost a part of who they are.
Many children grasp their phonein their hand, they take
itto bed, they useitin places such asin schoolwhereis
itagainstthe rules to use it, and they flout their parents
guidance and mediation regarding its use in their bed-
rooms, at night and in places whereitis not appropriate
such as during meals or on a night out with the family.

Figure 23: Excessive use of the internet among
children

H % Very or fairly often
100 ~

60 -

40 - 78
64

u % Not very often
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I think our generation has just grown up to
have a phone in their hand’

Girl, 14-15, UK

$

my daughter had a birthday party at home,
they were 29 (...) the picture was the following:
boys were dancing - it was kids aged 12-17
- the girls instead were with their phones in
their hand, they danced with their phone in
their hands, they didn’t leave the phone for
a second, | guess they also brought it to the

bathroom!

Father, (14-16), Italy

As a consequence, it is understandable that chil-
dren feel uncomfortable when they cannot check their
phones, or tend to check them every once in a while
when they can do so. Figure 23 and 24 compare exces-
sive use of the internet and of smartphones:

% Never or almost never

61 58 63

20 A . - .. .
0 -

Gone without eating Felt bothered when | Caught myself surfing Spent less time than I Tried unsuccessfully

cannot be on the
internet

or sleeping because
of the internet

Base: All children who use the internet.
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when | am not really should with family, to spend less time on
interested

friends or doing the internet
schoolwork because

of the internet
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Figure 24: Excessive use of smartphones
among children

u % Very or fairly often
100 -

60 -
40 -
20 -

| have felt
bothered when |
could not check

| have caught
myself doing
things on my

new has
happened

was not really
interested in

Base: All children who use the internet.

At the same time overuse by other people is consid-
ered stupid and even irritating, especially when it gets
in the way of (offline) social interactions. Children in all
countries lament being bothered by peers who spend
their face-to-face time texting with distant others be-
cause “for doing that you could have stayed at home!”
(as a Spanish boy comments).

[ A
Victor: “There is some addiction.

Vlad: Because I tried to see it in some peo-
ple, who even when they are on the street,
they start typing. | think it’s pretty weird
to talk to someone and they are staring
ata screen.

Interviewer: when you talk about addic-
tion, what do you mean?

Vlad : First, when they spend a lot of time,
causes problems, and at school during
classes or when | see them walking on
the street and talking a lot, but a lot on

the phone.
U Boys, 14-16, Romania D

~ S
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= % Not very often

I have felt a
strong need to time than | should my phone even in unsuccessfully to
check my phone
my smartphone smartphone that I to see if anything family, friends or
doing schoolwork

Net Children Go Mobile

= % Never or almost never

1 have spent less | find myself using | have tried
places/situations spend less time
where itis not  using my phone
appropriate

with either

What seems to be the (genuine) underlying concern
behind fear of addiction, are online activities getting in
the way of school and homework, with bad grades as
a possible result. Across countries, social networking
and messaging notifications on mobile devices are of-
ten mentioned as distractions from focusing on home-
work. Therefore, even without parental pressure, some
children prefer to do their homework first before using
their smartphones - even turning these devices off so
that they cannot be disturbed by incoming messages.

I check my smartphone after lunch and then |
go to do my homework, I leave it there, in the
dining room, so that | get not distracted by it,
indeed | started using this strategy because
when | received messages | had the instinct to
immediately go to see them, while if | leave it
in the dining room maybe | do not even listen
the sound of incoming messages and | keep
studying.’

N

)

Girl, 13, Italy
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Policy recommendation
NGOs, Schools, Parents

Teach children how to deal with
social pressure and overdepen-
dence. Children should know it
is perfectly fine to be ‘offline’
sometimes and accept it is OK
not to reply immediately to
every message or notification.
Self-monitoring techniques can
be very helpful, but some
children have difficulties in
managing their own online and
mobile activities.

Tips and tricks for self-
management and how to sup-
port each other in these practi-
ces would be valuable.

4.5 Other risks

Commercials, spam and pop-ups are found annoy-
ing, and many children say they avoid clicking on them.
However, the new mobile devices require a specific
set of skills, which children, especially younger kids,
still need to fully acquire, particularly with regard to the
commercial content they deliver. They talked about ad-
vertisements promoting other games on gaming apps,
being redirected to the app store while in the middle
of a game. Children also talked about having to deal
with hidden costs of apps, such as discovering a lot
of apps which they do not remember downloading and
not knowing if they were charged money for those (Italy,
boys, 12-13), downloading a games app which charges
every SMS they send with 2 euros, being cheated by

36
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the “you’ve won an iPod” advertisement. More children
mentioned they discovered they were charged money
after they entered their phone numbers to claim the
so-called prizes. Another mobile-specific risk one child
mentioned was being charged a great amount of money
for playing online games on the phone while on roam-
ing (UK, boys, 11-13).

A further mobile-specific concern shared by many
children across countries is about theft of or dam-
age to the smartphone, which keeps many from tak-
ing their smartphones to school and other places (e.g.
sports clubs), and from lending them to others. The
actual experience of this is uneven across countries: in
some instances children mention having their smart-
phones stolen (Italy, boys, 12-13, UK, boys 9-10), on
others it is their tablet (Romania, boy, 10).

The reaction that children have to unexpectedly
losing their smartphones (or tablets) is an emotional
shock, a problem because of the value of the device,
butin terms of losing communication and contact:

Isleen : And | lost mine today actually.
Interviewer: So you haven’t got your phone
atall?

Isleen: Well, | dropped it [by the house] next
door. And | thought I'd left it on the bus so
my Dad blocked my phone, but an old lady
picked it up and | went and picked it up from
her house. Interviewer: That was nice of her.
Teema: yeah. Interviewer: So let me just ask
you about that, so when you realised you'd
lost it what happened? Isleen: | got really
scared, | went oh no, I've lost everything be-
cause | can’t back it up. And then we went
on the computer and then we were about to
L fill in the form. )

N

)

Girl, 13-14, Germany

Several children believe that the location-tracking
features of mobile devices are risky because strangers
would use these apps to find children. Many children
mistrust geolocation in SNS, and claim not to feel com-
fortable about using geolocation apps or functions, and
they avoid using it oronly useitin very specific circum-
stances. The most common motive is fear about dodgy
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people tracking or following them, or burglars robbing
their house while away. Indeed, only 9% of children - but
15% of smartphone users - say they are used to register
their location in statuts updates and posts. By contrast,
most smartphone users (63%) claim they know how to
deactivate location-tracking functions.

4.6 Responding to risks

Coping behaviour and preventive measures are
strongly interconnected, as children’s coping strate-
gies often aim at avoiding re-occurrence or further es-
calation of the unpleasant situation. In some situations
children prefer to deal with the problems themselves,
while in other situations they decide to seek support
within their own social network (parents, peers, siblings,
etc.) orinstitutional support (schools, online helplines,
counsellors, etc.). Five main ways of dealing with online
risks, smartphone-specific risks included - can be identi-
fied. Usually, in coping with problematic experiences,
children combine more than one strategy:

Self-reliant strategies, such as tactics of avoidance
and self-monitoring, are employed in the prevention
of risks associated with location-tracking functions,
aswell asin the management of privacy issues and
excessive use.

Other-reliant strategies are preferred when dealing
with contactrisks, as when children receive nasty or
sexual messages.

Technical measures involve active intervention or
“interaction” with the device or service, with the aim
to solve the problem or avoid (re)-occurrence of the
unpleasantsituation. It generally requires some level
of digital skills to operate the device or service.

Yes, because you can block that, and in the
street it is difficult to ‘block’ a person. With
WhatsApp it is easy. You just go to Settings
and Block, and that’s that. So, that about cy-
berbullying on WhatsApp can be avoided.

k Boy, 14-16, Spain

0
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Confrontation refers to personal confrontations or
discussions, face-to-face or online. Non-violent con-
frontations are mainly aimed at clarifying misunder-
standings and avoiding escalation. Violent encoun-
ters are often the results of taking revenge and getting
back at the perpetrator. In the context of posting or
sharing ‘unwelcome’ messages or pictures among
peers (friends, classmates), face-to-face confronta-
tionis a recurring strategy, mentioned across all age
groups. Ea (girl, 11-13, Denmark) says that her mom
encourages her to talk and stand face-to-face with
the person who is angry with her, instead of trying
to solve it through text messages.

Collective approaches. Children acknowledge that
social supportin dealing with unpleasant situations
online can be very helpful, both in terms of emotional
support, as well as practical or technical assistance.s
Among all age groups, children talk about the ben-
efits of collective coping. When confronted with on-
line bullying, support from bystanders is perceived
as helpful and important for emotional well-being.

Disengagement: in some situations, young people
decide not to engage in any preventive or reactive
measures, because they perceive either technical or
other-reliant strategies as ineffective. s Young peo-
ple’s motivation for not engaging in communica-
tive coping is mainly the belief that adults will
not be interested, do not take it seriously, would
be angry or even reprimand or punish the child.

Therefore, communicative responses are a common
way for children to deal with online problematic experi-
ences, though one in three children say they are not
likely to talk with anyone about what bothers them
on the internet, as shown in Figure 25.

The people children are more likely to turn toin order
to share their negative online experiences and seek sup-
port are mothers (71%), friends(57%) and fathers (54%):

4 Italian and Romanian seem to talk more about ‘collective’
coping among peers in situations of bullying and social drama. Peer
support plays an important role, and children try to get support from
bystanders when a situation is about escalating into drama.

5 Romanian children seem to report more often an attitude of
‘disengagement’; not (pro)actively dealing with (potential) risks
because they believe it is unavoidable.
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Figure 25: Children (%) who are very likely to
talk to at least one person about things that
might bother them on the internet, by gender,

age and SES

Base: All children who use the internet.
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Policy recommendation
Parents, Schools, Peers
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5. Parental
Mediation

The family sphere is an influential social space
that shapes children’s online experiences: strategies
adopted by parentsin orderto regulate their children’s
internet use may result in different contexts of inter-
net access - e.g. inhibiting or favouring private access
and use - as well as mould the way children cope with
online risks. Parents try to deal with the complexity of
a convergent and mobile media environment, which
apparently is no longer “under control”, by adopting
multiple strategies of mediation, including:

1) Active mediation of internet use, where parents
engage in activities such as talking about internet con-
tent while the child is engaging with it, and sharing the
online experience of the child by remaining nearby.

2) Active mediation of internet safety, where the par-
ent promotes safer and responsible uses of the internet.

3) Restrictive mediation, which involves setting rules
that limit and regulate time spent online, location of use
and online activities.

Encourage collective and collaborative coping strategies.

Support and assistance from parents, teachers, family members
and peers can be very helpful. Online resilience is fostered in a
supportive social environment where children learn step by step
how to deal with risks on mobile and non-mobile devices.

Parents and other caretakers should find a good balance between
active mediation, monitoring online activities and imposing restric-
tions, depending on the child’s age and personality characteristics.
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4) Technical restrictions, that is, the use of software
and technical tools to filter, restrict and monitor chil-
dren’s online activities.

5) Monitoring or checking the record of online activi-
ties.

Some parents admit that their lack of digital literacy
and skills constitutes a major challenge, as it prevents
them from helping their children in an effective way.
This problem isintensified by mobile devices, which are
considered more complicated and harderto handle by
parents. Smartphones and tablets also allow for a more
individualised use in different circumstances, creating
a “privatised sphere” even within the home making it
harder for parents to control what their child is doing.

4 A
Irene: Yes, it is more difficult to control
something that they have on their pock-
ets, we have to ask ‘hand me your mobile
phone so that | can know what you were
doing’ Itis a breachof ...

Cesar: ...privacy?

Irene: .. .Privacy of the kids. When they are
in front of the computer it is easier to take
a look and to see what they were doing
by searching the browser history records,
but as the devices get smaller it is more
difficult to know what they are doing.

N2 Y

Parents, (11,17), Portugal
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5.1 Active mediation of internet
use and internet safety

The majority of parents (68%) engage in at least two
forms of active mediation of internet use, according
to theirchildren, as shown in Figure 26 - with little varia-
tion by country. The most common of these strategies
istalking to children about what they do on the internet
(66%) and stay nearby when their child is online (58%).

Figure 26: Parent’s active mediation (%)* of the
child’s internet use, by country

Belgium
Denmark
Ireland
Italy
Portugal
Romania
UK

All

0 20 40 60 80 100
* % of those who answered ‘yes’ to at least two items of active
mediation of internet safety.
Base: All children who use the internet

Active mediation of children’s internet safety is
even more popular, with 77% of parents that engage
in at least two measures aimed at promoting their on-
line safety, according to children. More specifically, 68%
of parents helped their children when something was
difficult to do or find on the internet, and suggested
how to behave with others online. Equally popular are
two other strategies: according to children, 66% of par-
ents explained why some websites were good or bad,
or suggested safer internet uses. Country variations in
active mediation of internet safety, are, however, more
pronounced, as shown in Figure 27.
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Figure 27: Parent’s active mediation (%)* of the
child’s internet safety, by country Imust say that my daughter has been instruct-
ed not to publish certain images, that if she
wants to share selfies the camera has to be far

Belgium
enough, she has to be appropriately dressed,
benmark I explained her all these things.
Mother, (14), Italy k
Ireland
Italy
Portugal
Romania
UK
All Policy recommendation
. : . . . . Parents
0 20 40 60 80 100 Wider use of mobile devices has

made young people’s internet

* % of those who answered ‘yes’ to at least two items of active use a much more private expe-

mediation of internet use.

Base: All children who use the internet rience with less direct parental
supervision.

In the case of children, asking for help about the use Therefore, parents, more than
of particular devices or apps is one of the most com- ever, need to communicate with
mon ways the exchange takes place. This happens with children about their online
children of different ages, but particularly with younger experiences and together find
ones, who are less experienced and lack more digital mediation strategies that are
skills. Parents also suggest ways to behave online and to perceived as helpful and not

protect one’s reputation, especially in order to mediate

intrusive by children.
teenage girls’ online self-presentation:

My mom shows me exactly where | have to type
and then she says. .. Because when you click
then you see several things that you can click
and give you different things, (so) she tells me
the right one and I have to click it.

N
<

Girl, 9, Italy
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Policy recommendation
Industry, NGOs

Children may feel more comfor-
table with mobile and online
communication when they have
to discuss serious issues. For
example, an Italian father told
his 9 year old daughter wrote
him an email to share with him
what she made her feel
uncomfortable and sad. There-
fore, the development of safety
apps that promote an active
dialogue between parents and
children should be encouraged.

5.2 Rules

Setting rules is less common than active media-
tion of children’s internet use or online safety.
Some parents do not want to set up strict rules or do
not see them as necessary, because the media use of
the child has never caused problems; other parents are
not confident in setting up rules, because they are not
familiar with the technologies - or in words of a Danish
girl they “are really bad at smartphones” — and do not
have clear knowledge of risks, setting options etc. By
contrast, many also emphasise the need for parents to
regulate the internet use.

Younger children receive more mediation in general
and more restrictive mediation in particular: most par-
ents seem to agree that the older the children be-
come, the less they are able to regulate the media

4
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use and the more trust they need to have in their
children. As an Italian mother said: “There are rules
and as parents we have to make children obey these
rules- until a certain age.”

According to children, 65% of parents adopt two or
more forms of restrictive mediation, with great varia-
tions across countries, as shown in Figure 28:

Figure 28: Parent’s restrictive mediation (%)*
of the child’s internet use, by country

Belgium
Denmark
Ireland
Italy
Portugal
Romania
UK

All

0 20 40 60 80 100

* % of those who answered ‘yes’ to at least two items of restrictive
mediation.
Base: All children who use the internet.

Indeed, if we look at country variations in both pa-
rental restrictions and privatisation of internet use in
the domestic context, as shown in Figure 29, we can
observe three main patterns of restrictive mediation
at play, that shape different context of internet use.
In Belgium, Ireland and Portugal a pattern of high
restriction and low privatisation of internet use
can be observed. At the opposite is the pattern of low
regulation and high internet use in child’s own bed-
room, as observed in Denmark and Romania, which,
however, are different under many respects. Third, in
Italy and the UK children are slightly more restricted
than the average but still use the internet in their own
bedrooms more. Children in these countries are more
regulated in their time online and/or in specific online
activities than in autonomy of use.
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Figure 29: Restrictive mediation and child’s
internet use in own bedroom
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Base: All children who use the internet.

Rules can be differentiated regarding different as-
pects (apps or services, time, location and situation)
and regarding the level of differentiation (e.g. internetin
general, different apps or services like SNS, or different
activities like posting pictures).

Rules regarding content were mentioned quite
rarely and mostly in relation to violent videogames or
“inappropriate content”, which encompasses sexual
content, violence, bad language etc. This rule includes
both download and upload of inappropriate content
like intimate, permissive pictures.

My parents were angry because | posted pho-
tos and (also) they do not want me to write
bad words and maybe | did write them, and
also I had a photo in which | did the middle
finger and they got mad and they made me
delete Facebook .

N
<&

Girl, 14-16, Italy

Rules regarding time are seen as an important
tool to regulate the media consumption, but due to
the diversification of devices and programmes and with
regard to different age groups it is quite complicated for
parents to find the right level. Some parents set a gen-
eral limit for all screen media, while others try to limit
the time for each single device. The limit seems to be
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setratherintuitively and individually without consider-
ing the characteristics and affordances of the particular
media.

I play, like... sometimes... three quarters of
an hour and my mom wants that/ play halfan
hour, like half an hour a day and | play more
soshesays You pass the limit that | set’ and so
she put me in punishment and the following
daylcannot play. The extra time | spent online,
she takes me that away for the following day.

=
&

Girl, 10, Italy

Apart the time limit, parents mention that children
have to switch off the smartphone and tablets at 8
or9 pm and/or during the night. Irish children mention
that their parents switch off the router during the night
and parents from Belgium and Romania mentioned
that their children are not allowed to take the mobile
or smartphone into their bedrooms.

They are not allowed to take up their mo-
biles to their bedrooms at night. They don’t
agree, and they say we overreact, but they try
to adapt to the rule. They believe we are too
strict, because many of their friends are al-
lowed to do so. But we don’t have real fights
over this. They know it’s the rule. And if they
break the rule and I notice it, their mobile is
confiscated for a day.

Y

Mother, (16f), Belgium

Typically children are not allowed to use their
smartphones at dinner. Children also allude to
homework and good weather as typical situation in
which they are not allowed to use the media as they
like. Still, consistency of rules within families and be-
tween friends, peer groups and siblings is a challenge
for parents. Ellen from Belgium points to the different
rules she encounters:
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Actually | don’t use the computer a lot, | do Figure 31: Parent’s technical mediation (%)* of
everything on my mobile phone. At my mom’s the child’s smartphone use, by country

I'm notallowed to use it at the dinner table. At
my dad’s it’s sometimes allowed, because he
does this himself sometimes. When my home-
work is done, | can go online as long as | want.

Denmark
P

Belgium

Girl, 12-13, Belgium

4 Ireland
Italy
5.3 Technical restrictions Portugal
Technical mediation - that is the use of software and Romania
technical tools to filter, restrict and monitor children’s
online activities on computers, tablets or smartphones UK
-isthe least favoured mediation strategy by parents, as
shown in Figures 30 and 31: Al
Figure 30: Parent’s technical mediation (%)* of 0 20 40 60 80 100

the child’s internet use, by country

* 9% of those who answered ‘yes’ to at least two items of technical
restriction.

Base: All children who own or have for their own use a smartphone.
Belgium

Denmark
Ireland
Italy
Portugal
Romania
UK

All

0 20 40 60 80 100

* % of those who answered ‘yes’ to at least two items of technical
restriction.
Base: All children who use the internet.
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Policy recommendation
Industry, Governments, NGOs

Just 14% of the parents adopt two or more technical tools in order
to control or to restrict children’s use of smartphones. In-depth
interviews and focus groups with parents confirmed that they are
often not aware of parental controls designed for smartphones.
Increasing parental knowledge of technical mediation tools for
smartphones that help provide a safer and better mobile internet
experience for children (through public campaigns, informative
leaflets in the specialised shops etc.) is strongly recommended.
Moreover, in order to enhance their uptake and effectiveness,
parental controls need to be user-friendly and flexible in terms of
settings and functionalities, and tailored to children's needs, so as
to be perceived as helpful resources rather than invasive tools.

5.4 Children’s responses to
parental mediation

Different monitoring strategies adopted by parents  ® Non acceptance - children feel bothered by parents’
(frominstalling particular software to checking children surveillance, especially if it's done furtively.

online activity) are not only a form of surveillance and
control but also a way of limiting children’s privacy.

From the point of view of children, different types of I don’t like it when my mom sees these things
justifications are presented: [Facebook comment]. | don’t do bad things,
but | don’t want them to know everything
© acceptance - children accept parental surveillance, about me. When they pass by and they always
whether because they think (or agree) they need it, ask ‘who is this; then I’'m thinking ‘go away!’
or just because they don’t have an alternative, since Some things are private.
it’s their parents’ prerogative. N
Girl, 13, Belgium
<&

My parents check my messages, on Facetime.
Every month. Actually | don’t mind, because
I used to send nasty messages to my cousin
Louise. It was more like a joke. ..

-_

Boy, 11-13, Spain

aj

r
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o Strategies of concealment - children try to avoid
parental surveillance, by adopting several tactics to
evade parents control (from going online without
parents knowing to protection of mobile device with
password). These tactics might alsoinclude using the
internet without parents” knowledge:

Actually... parents are very stupid. Because
I know my neighbour’s WiFi password. My
parents always tell they will turn off the WiFi.
But...lknow my parent’s password...solcan
go online anyway. Because, my bedroom is
next to their house, my room is right next to

their office!

Boy, 13, Belgium

'

The key challenge for parental mediation is trying to
balance intended protection (from problematic situa-
tions) with children’s freedom to experiment (maximiz-
ing opportunities), avoiding the risk of overprotecting
children or betraying their trust.
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6. Schools

6.1 Rules

Huge variations across countries persist regarding
internet use in schools, school provision of WiFi
networks, and regulation of smartphones’ use in
schools, as shown in Figure 32. These inequalities are
the outcome of different stages of the digitisation of
schools and learning processes, as well as of cross-
cultural differences in the education system.

Figure 32: Daily internet use in school,
availability of WiFi networks in schools and
use of smartphones with no or some rules, by
country

% Use internet daily at school
% Wifi is available though not always to students

M % Smartphones allowed (often with restrictions)

Belgium

Denmark 85

Ireland 76

Italy

Portugal

Romania 42

UK

All

0 20 40 60 80 100
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Beyond country differences, the digital infrastruc-
ture of schools and the availability of internet ac-
cess by means of shared or personal devices is also
strongly structured by age and socio-economic sta-
tus: younger children and lower SES children are con-
siderably less likely to use the internet daily at school
and to be provided with WiFi networks in school. These
two categories of children are also least likely to be al-
lowed to use their smartphones in school.

Policy recommendation
Schools

School regulations related to
mobile devices and mobile
internet use could hinder
teachers or children’s desire to
use this technology for
educational purposes in class.
A reflection on whether school
regulations might also be
designed to take into account the
possible educational benefits of
mobile technology for in-class
activities is welcome.

Notwithstanding WiFi provision and rules regard-
ing smartphones, the portability of smartphones and
children’s strong attachment to their devices are rapidly
changing the “climate” of European classrooms and
schools. Indeed, even in schools where it is available,
access to WiFi by students is usually restricted: the num-
ber of children accessing the school’s WiFi with no re-
strictions varies from 1% In Ireland and the UKto 56%in
Denmark. Hence, students’ personal devices represent
aquick and fast solution to access the internet bypass-
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ing the schools’ infrastructure, limitations and rules.
Moreover, while 54% of children claimed that they are
not allowed to use their smartphones at school and a
further 31% said they were allowed with some restric-
tions, teachers tend to be flexible and make conces-
sions, especially when secondary school children are
concerned.

As a consequence, students and teachers report an
increasing amount of interruptions that sometimes
make it difficult to follow the lesson. Interruptions in-
clude phone calls by parents in the middle of the les-
son; students also complain about classmates watching
video clips next to them or admit feeling the need to
check their phones once in a while.

A lot of students check Facebook, watch
videos etc., in class so it has become the big-
gest problem.

Boy, 14, Denmark

Atschool? | use it anyway.  have been caught
using my phone and it has been confiscated,
but [laughing] it is stronger than me | can’t
help replying to messages.

-_
&

Girl, 15, Italy

Most often, students break the rules because they
forget to turn off their ringtones, they send texts, check
SNS or play video games. Occasionally they also ac-
complish something more advanced: for example in
Romania and Germany some interviewees report hav-
ing used their own personal devices to create an open
WiFi hotspot for all their classmates. The practice of
hacking the school’s WiFi network is more common in
Italy, Portugal and Romania (where 12-13% of children
say they had done so).

Itis also worth noting that in many countries, some
students seem to violate rules not because they really
want to use their devices, but only because they want
to defy teachers.
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The majority of children, though, agree that rules are
needed to regulate their use of smartphones in class.
Teachers’ reactions to students’ infractions are very di-
verse, as it is for rules. A punitive approach prevails in
which teachers confiscate students’ smartphones,
the length of the punishment varying from a few hours
- more common - up to one month, as reported by a
Belgian child.

There are people who don’t switch off their
smartphones in class (...). Sometimes some
people take their phones out when the teacher
goes out, and you say: what are you doing?
And they say “nothing, I'm bored’. They think
they are important because they do that.

=

Boy, 11-13, Spain

r
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now you won’t, maybe - but they will you
.1 know.
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6.2 Opportunities

Confiscating a smartphone or forbidding its use are
part of a wider variety of mediation strategies teach-
ersengagein - namely, active mediation of internet
safety, restrictions on internet and smartphone
use, and promotion of positive, school-related uses
of the internet and smartphones.

Regarding active mediation of internet use and safe-
ty, one in two teachers assist students in doing or find-
ing things on the internet (54%), or explain why some
websites are good or bad (56%), suggest ways to use the
internet safely (56%) or how to behave with others on
the internet (51%). According to children, teachers are
also likely to talk to them about their online activities
(49%), or about what they should do after a negative
online experience (40%); they are least likely to help
children cope with a bothering experience (23%), but we
must not forget that children themselves are not likely
to talk to teachers when they have such experiences.

Most of the problematic situations teachers have to
cope with deal with privacy risks or the production and
exchange of negative user generated content. Whilst
posing new challenges for teachers, smartphones also
provide them with more opportunities to engage in
safety education: for example, the circulation of nega-
tive generated content is dealt with a safety or preven-
tive talk by the teachers

In a way, it’s good because you've got the
evidence, whether it’s Facebook or Snapchat
orwhatever, but on the other hand, they don’t
realise, the kids who send these messages
don’t realise how A, permanent and B, how
many people can see them. | know when they
had the assembly about social networking a
couple of weeks ago, the year tens were all
in a bit of a state that lunchtime, because
of photos and stuff they knew they had on
their personal accounts, and A, 1 said to them,
you shouldn’t have that sort of stuff on your
account, but B, good you’re scared because

Teacher, Secondary Schol, UK
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Teachers may also encourage positive uses of the
internet by promoting use of the internet and smart-
phones in school-related activities. Two out of three
children report being encouraged by their teachers to
use the internet to do research for school assignments
at least every week. Far less common is the use of smart-
phones for assignments in class. The integration of
new technologies in learning activities increases
with ages, but is still uneven across countries, being
particularly poorin Belgium, Ireland and Italy, as shown
in Figure 33:

Figure 33: Students who use the internet or
smartphones daily at school, by country

% Use smartphones for assignments in class
% Collaborate with other students over the internet
m % Use the internet to do research for school
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Base: All children who use the internet.

Children’s, teachers’ and parents’ comments seem
to offer more reasons for using the mobile technology
in school than to avoid it. Arguments in favour of the
use of new devices in class are diverse, varying from
health or ecological issues - the opportunity to replace
heavy books and dictionaries - to psychological rea-
sons - smartphones and tablets are more engaging for
children. From the viewpoint of parents, replacing heavy
dictionaries and books with digital books stored on a
tabletis good for children’s health: “in this way children
don’t have to carry 5 kilos of books daily” (Romanian
mother).
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Having digital and interactive educational supports,
may be also very useful for children with cognitive dis-
abilities: for example, Mario, an Italian 9 year old boy
with a cognitive disability, already uses his tablet at
school on a daily base for taking notes.

The adoption of tablets and other digital equipment
in school can also promote more engaging teaching
and learning methods, according to both students and
teachers. Fabio, a 16 year old boy from Italy, says he
felt more interested in class since the school provided
students with an iPad. Some Romanian teachers agree,
pointing that obtaining information very quickly by
means of a tablet would increase children’s satisfac-
tion and self-esteem, thus helping them delve deeper
into academic subjects.

The challenges faced by teachers in managing
and mediating their students use of digital devices are
threefold: their own poor digital skills; the problem of
plagiarism and the “copy-paste” practice - discussed
especially by Italian and Romanian teachers and par-
ents; and the need to allow for equality of access for
their students.

Policy recommendation
Teachers

Some teachers have expressed
concerns that the use of mobile
devices and the mobile internet in
class could enhance the copy-
paste behaviour and plagiarism
habits.

While some specific regulations
and penalties for this kind of
behaviour could be envisioned,
allowing the use of mobile devi-
ces in class could represent a
good opportunity for teachers to
discourage in situ the copy-paste
approach to information and
promote critical engagement
with online content.
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Policy recommendation
Governments

Net Children Go Mobile

European and national programmes to help teachers manage
digital technologies for school related activities have had some
results. Those designing teachers' training programmes need to
consider the capabilities of new technologies and applications even
though some of them do not look, at first glance, appear to be
designed for educational purposes.

This is to say that, alongside the traditional and legitimate educatio-
nal platforms, teachers also have to be trained about the potential
of social media capabilities for education and how various apps
might not only allow students to consult online information but

also to create online content.
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